Security Bulletin, February 2015

ThreatScape:
Analyzing An Unsophisticated Yet Highly Effective
Threat
On the morning of February 16, 2015, a Dynetics customer received an email confirming their recent
credit card transaction. This was a phishing email that slipped by the customer’s spam filter and could
have caused significant damages in time spent to clean up and determine what other systems were
affected if the malware was able to run.
However, because of the layered defense established on the customer’s network by Dynetics, this
customer was never at any risk of compromise. Additionally, because of comprehensive logging, this
threat was not only prevented, the threat was also alerted on for immediate response and remediation.

The Attack
Below is an explanation of how this simple yet effective attack unfolds.
1. The user receives a phishing email that includes a malicious Word document. Most reports show
that over 90% of all modern attacks start with a phishing email:

Figure 1 Original Phishing Email
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2. While this phishing email is obviously not from SalesForce (the below picture is of the actual
email headers), bad actors are also using more reputable email addresses from Google Mail to
bypass spam filtering:

Figure 2 Phishing Email Headers

3. Once the attached Word document is opened, a user is prompted to run Macros to correctly view
the document. Running the macro is actually how the user will be infected.

Figure 3 Malicious Word Document

1000 Explorer Blvd  Huntsville, AL 35806



256.713.5010



www.dynetics.com/it

Security Bulletin, February 2015

4. The document has several macros embedded. Depending on which version of Windows is
detected, either a Visual Basic script (VBS) or PowerShell (PS) script is executed that attempts to
download a malicious executable from hxxp://91.220.131.28/upd2/install.exe and save it as
C:\windows\temp\444.exe.

Figure 4 VisualBasic Script

Figure 5 PowerShell Script
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5. If either script is successfully run, the install.exe file is downloaded, saved locally as 444.exe, and
executed. Unfortunately, at the time of this writing, only 1 of 57 Anti-Virus vendors recognized this
as a malicious file:

Figure 6 VirusTotal Results

Summary
Because no form of defense is always 100% effective, Dynetics always encourages customers to focus
on defense-in-depth, combining multiple defensive approaches such as application whitelisting, disabling
of running untrusted macros, and egress filtering that can help prevent attacks like this one from being
successful.
Dynetics helped this customer avoid compromise with a combination of proactive and defensive
techniques that work in almost any environment.
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